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Abstract

Every Apple iPhone shipped since its introductio2007
contains a unique, software-visible serial numbéhe Unique Device
Identifier, or UDID. Apple provided this functiolyato allow application
developers to uniquely identify the iPhone beingdufor purposes such as
storing application preferences or video game bkiggres. While the
UDID does facilitate the process of collecting abaking certain types of
data, it also creates a tempting opportunity f@r as a tracking agent or to
correlate with other personally-identifiable infation in unintended
ways. In this paper, we investigate where and b@iDs are being
shared, with whom, and how the UDIDs are being used

Tags iPhone, Apple, Privacy, UDID, Application
Development, Information Security, Tracking, GPSda

" Eric Smith is the Assistant Director of InformatiSecurity and Networking at Bucknell University iewisburg,
Pennsylvania. He has over 15 years of field egpeg in information security, networking, and syste
administration. He has provided consultation swin places such as Research Triangle Park andviek City.
Eric is a founding member of PreSet Kill Limit, teecurity research group which has won the DefcandiWing
Contest several years in a row. Eric can be rehaheric@pskl.us.

Eric Smith
www.pskl.us 1



iPhone Applications & Privacy Issues

Table of Contents

T T LSOO PPPPPRUPTR 3
LI 0 = PP PPPPPPPPPPPRPR 3
EXECULIVE SUMIMAIY ...ttt e e e e e e e et et e et et bbb s s e e e e e e e e e e e e eaeeeeeennnnes 4
Introduction & Background: Privacy Concerns andddi@ Serial Numbers...........cccccceeeeeeeennn. .5
Pentium 3 Processor Serial NUMDEIS. ......... e 5
Apple IPhones & UNIQUE DEVICE IDS .........oviceeeeeeeiiiiiiiiie e e e e ee et 5
Recent Privacy ISSUES & USEr CONCEIMS.......ccoiiiiuuiiiiiiaiaae e ee e e e eeeeeeeeiviees e G
1YY T T (o] [ To ) 7
R B SIS ettt e e e e e e et e e e et ettt b ———————thn e e e e e e e e aeeeeeeearrrnnnnan 8
N T LY=L S 9
APP TransmMiSSION Of UDIDS ........cooiiiiiiiiiicceem ettt e e q
App Transmission Of LOCAION DAtaA..........uuuceeiiiiieeeeeieieeeeeeeiiiss e eere e e e e e e e aaae s 12
(70} o o3 U] o] o HN PP PP 14
Appendix A: UDID Usage by "Top Free" iPhone Appticas, September 2010 ...................... 16
Appendix B: UDID and Cookie Use by iPhone News ApPPS..........ccoovvviiiiiiiiiiiiinneeeee e 19

Eric Smith
www.pskl.us 2



iPhone Applications & Privacy Issues

Figures

Figure 1: Apple’s iTunes application, showing tliaehed phone’s serial number. ................. 7
Figure 2: Apple's iTunes application, showing tttached phone's UDID. ..........cooeeeeiiiiiinnn. 7
Figure 3: A typical UDID tracking conversation betwn an application and a remote server .J... 8
Figure 4: A conversation between the Amazon iPrapmication and Amazon's servers......... .9
Figure 5: Transmission of the UDID and device ndayp¢he CBS NeWS app. ........ccvveeeiieeeeenn 10
Figure 6: The ABC News app sends the UDID to a terost. .............cooovviviiiiiiiiiinnniiennees 10
Figure 7: The ABC News webserver sets an app cawitiea 20-year lifetime. ...................... 11
Figure 8: The ABC News app stores the tracking mookits application directory.................. 11
Figure 9: GeolP lookup of a cellular-connected mdsbeing used inside of a Dunkin Donuts
restaurant in DANVIIIE, PA...... ..t eeeeee s e e e e e e e e e e e e e eeeeennene 12
Figure 10: GeolP lookup of the Wifi-connected iPadreing used inside of a Dunkin Donuts
restaurant in DANVIIIE, PA........ e ereeea s e e e e e e e e e e e e e eeeeenaene 13
Figure 11: Examples of applications requestingf®ne's GPS coordinates during startup ... 14
Figure 12: The ABC News app transmits data backitaote servers. .........cccceeeeeieiiiieieiiee 14
Tables
Table 1: UDID collection by applications requestusger credentials.............ccccoeeeeeeees o . 9
Table 2: UDID transmission by destination NEtWOrkK..............ooevvviviiiiiiiiiiiiee e eeeeieeeeee e 15
Eric Smith

www.pskl.us 3



iPhone Applications & Privacy Issues

Executive Summary

In 1999, Intel released its newest CPU -- the RenB. Each processor included a unique serial eogmvisible to
any software installed on the system. A producklzesh quickly developed as privacy rights growgadized that
this serial number could be used to track userieiehavior. The industry, along with trade greand
governments, blasted this new feature; many goventsnwvent as far as proposing legislation to baruie of
Pentium 3 CPUs. Following the outcry, Intel quickkmoved the serial number feature from their pssor line,
never to be re-introduced.

Fast forward a decade to the introduction of ApplEhone platform. Much like the Pentium 3, desingnning the
Apple iPhone operating system (10S), including Apisthones, iPads, and iPod Touches, feature aaeftw
readable serial number — a “Unique Device Identifier UDID. In order to determine if the privadgars
surrounding the Pentium 3 have manifested themselmehe iPhone platform, we studied a number lodiife apps
from the “Most Popular” and “Top Free” categoriasAipple’s App Store. For these applications, wiected and
analyzed the data being transmitted between iestalpplications and remote servers using seveeal spurce
tools. We found that 68% of these applicationseneansmitting UDIDs to servers under the applaratiendor’s
control each time the application is launched. tft@rmore, 18% of the applications tested encrytteit
communications such that it was not clear what tfpgata was being shared. A scant 14% of thedes
applications appear to be clean. We also confirthatlsome applications are able to link the UDdla treal-world
identity.

The iPhone’s UDID is eerily similar to the Pentids Processor Serial Number (PSN). While the Ren3 PSN
elicited a storm of outrage from privacy rights gpe over the inherent risks associated with therspaf such
information with third parties, no such concerngenbeen raised up to this point regarding the iBHdDID. As
UDIDs can be readily linked to personally-identifi@ information, the “Big Brother” concerns frometPentium 3
era should be a concern for today’s iPhone usengells
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Introduction & Background: Privacy Concerns and Unique Serial
Numbers

Pentium 3 Processor Serial Numbers

In 1999, Intel released its newest CPU -- the RemB. In addition to numerous performance enhaecésn Intel
also added a new feature: a unique serial numbengl into each and every CPU. Intel hoped theit ®Processor
Serial Number (PSN) would not only be a boost tinencommerce, but also attract business and gavenh
interest as it would allow for better asset tragkamd resource allocation. According to Intel, R8N will be used
in applications that benefit from stronger formssg$tem and user identification, such as (a) Aptibnis using
security capabilities, (b) Manageability, and (uormation Management.”

The PSN did in fact attract a lot of attention ut hot the sort Intel had envisioned. It was tdddiy both industry
and government as an unnecessary intrusion orritrecp and security of people using PSN-enabledmgars as

it facilitated tracking of users without their knladge or permission. These concerns lead the EaroParliament

to recommend to their member states legal measgagsst the sale of this CPU in order to “prevlese chips

from being installed in the computers of Europeitiz€ns.”” Computer manufacturers reacted almost immediately
by adding a software switch in the BIOS to allow SN feature to be disabled. Shortly therediftéz| removed

the PSN feature from the Pentium 3 line, and thesemot reintroduced it into any of their subsedqpeaducts.

The microprocessor industry quickly abandoned titen of including a software-visible serial numliaio any of
their devices.

Apple iPhones & Unique Device IDs

On January 9, 2007, Apple entered the cellulaptelee market with the introduction of the iPhoRassessing
many of the abilities of an internet-connectedtdapcomputer, the iPhone quickly became one ofrthst popular
and influential devices in the cellular phone mark@/ith over 59 million iPhones sold to djt&hones are
everywhere. Apple subsequently expanded theirymtdihe to include the iPod Touch and the iPadh lwd which
run the same software and share many of the sarde/tiee features as the iPhone. For the purpostssgbaper,
“iPhone” refers to any device in the iPhone/iPodidiwiPad device family.

Much like the Pentium 3 CPU, each Apple iPhonejisigped with a unique, application-visible seriahber
called a Unique Device ID (UDID). According to Appthe use of UDIDs allows businesses to “enduaé t
devices continue to comply with required policiésApplication developers are encouraged to rematery and
store the UDID of any devices which run their apgiions. As an example, Apple suggests that thibU®ideal
“when storing high scores for a game in a cenaley.” Apple’s software development kit refereigeede
mentions that any software developer “...may usdibID, in conjunction with an application-specifiser ID, for
identifying application-specific data on your sert&

The intended role of the UDID as a unique tokeretnotely store local application preferences isavenient tool
for programmers, but the potential for the abusprivfacy is remarkably high. Apple addresses ¢thiscern in their
application development guide:

! http://www.intel.com/support/processors/pentiufsiiiCS-007579.htm

2 http://www.cnn.com/TECH/computing/9911/29/eu.p3dgiindex.html

? http://en.wikipedia.org/wiki/File:IPhone_sales_pguarter_simple.svg

* http://www.apple.com/iphone/business/docs/iPhonssiriess. pdf

® http://developer.apple.com/library/ios/#documentatIKit/Reference/UIDevice_Class/Reference/UIDmvhtml
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“For user security and privacy, you must not puplassociate a device’s unique identifier with arus
account.®

While Apple promotes the use of the “uniqueldeatifiAP| as a development tool, there is nothinglace which
prevents these same application developers frongu$bDIDs as a tracking agent -- nor are there asfrictions in
place to prevent companies from sharing this détaene other. Have the fears of nonconsensualtteseking
stemming from Pentium 3 unique hardware serial rersimaterialized on the Apple iPhone platform?

Recent Privacy Issues & User Concerns

Over the past few months, there has been renewentaoabout online privacy by both individuals dimel media
after several popular sites have experienced datge breaches. High-profile leaks in social medis such as
Facebookand Twittef have illustrated to many day-to-day Internet uggsshow much of their personal
information is in the hands of entities that may Io@ doing a good job of keeping that data prizete secure. For
many technology firms, it is substantially morefjietle to collect and share personal informatiaert it is to work
to keep private data private. Furthermore, mostaikave given their consent -- albeit uninformeahen they
agree to the often-cryptic and constantly-changgmms of service imposed by the majority of sitésalw require
an account to use their services. Twitter's prwvpalicy, for example, states that they have tgatrio share a
user’s private information, “such as your IP addrésowser type, the referring domain, pages dsi@d search
terms” with any “trusted third parties” as they $ieé

The usage data that many companies collect suttfeasusers’ IP addresses, browser types, refedanrgains,
pages visited, search terms, length of visits,sndn is extremely valuable to advertisers andaate marketing
departments. While users might not be concernaidTtvitter, for example, stores this informatidmgy may be
less comfortable knowing that they have given Terifiermission to share this information with anyat®m
Twitter considers to be a “trusted third party.”

Recently, the major web browsers have introducadpy-enhancing features into their products. Maa Firefox
introduced the “Start Private Browsing” option, wiiprevents browsing history entries, persistenkis, and
cached objects from being saved after the web @oisclosed. Google Chrome’s “Incognito” mode chMsoft
Interne}oEprorer's “InPrivate Browsing”, and Saf'Private Browsing” features offer similar prigg protections
as well:

While these features help to mitigate some privamycerns, they are not a panacea and they do mitomaall
platforms. Even with web browser advancementsnergrivacy advocates find themselves in a continatand
mouse game with those who wish to profit from teengse of online privacy. The resulting avalancheew
tracking technologies is somewhat alarming. Thex&bnic Frontier Foundation’s “Panopticlick” exjpeent
proved that the browsing habits of users can bahigltracked even in environments where privatasing
settings were enabled. System attributes sucbrasrsresolution, clock offsets, and time zonebaiag combined
with classical metrics including cookies and IP raddes to construct an online profile which canefiably tied to
the browsing habits of an individual user, evernwiite most stringent privacy settings enforted.

The privacy arms race on the iPhone platform, h@res remarkably one-sided. Safari’s mobile varsthe only
web browser available, does not include any priviaegures: no “Private Browsing” functionality, ability to
block or clear application cookies, and no accedbé local browser cache. In addition to appiwaspecific
browser cookies, applications downloaded from Ajsphp Store have access to the phone’s Uniqued2ed
(UDID). An advertiser or other entity who wantsttack user behaviors and patterns online coulchsktfor a
better identifier than one that is guaranteed leyhigwrdware manufacturer to be unique to a singlizee There is

® http://developer.apple.com/library/ios/#documentatIKit/Reference/UIDevice_Class/Reference/UlDevhtml
" http://www.technewsworld.com/story/70515.htm|?wl£85255579

8 http://mashable.com/2010/09/22/twitter-meltdownyEar-old/

® http://twitter.com/privacy

10 hitp://support.mozilla.com/en-us/kb/private+bravgsi

" https://panopticlick.eff.org/ and 9/21/2010 Howilue Is Your Browser?, Proceedings of the Priacliancing
Technologies Symposium (PETS 2010), Springer LedNotes in Computer Science.
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no ability to block the visibility of the iPhoneldDID to any installed applications, nor is thermachanism to
prevent the transmission of the UDID to third pastin the current version of Apple’s 10S, the ofigasystem
used by the iPhone.

Methodology

To determine whether UDIDs were being shared wéihdors, we installed several applications on anidgthone

with a valid AT&T cellular subscription. As a stiag point, the applications featured under thep®® Free”
category of Apple’s App Store were downloaded arstiailled to the test device. Additionally, severavs

applications featured under the “News: Top Freeaidieg and a number of other shopping, businessfiaadcial
applications were installed. A total of 57 applicas were evaluated.

In order to first learn the UDID of the target iPigo it was connected via USB to a Microsoft Winddisased

computer. The latest version of Apple’s iTunes watalled; the phone was then allowed to synchzemiith the

local iTunes database. The UDID was then reveajedicking the phone icon under the “Devices” hiegdand

then selecting the “Summary” tab. (See FigureThg device’'s hardware serial number is display@licking the

serial number with the mouse will toggle the diggimreveal the UDID. (See Figure 2.)

Edit View Controls Store Advanced Help iTunes

File

iPhone sync is complete.
OK to disconnect.

STORE

7] Tunes Store Software Version:

Serial Number:
Phone Number:

¥ DEVICES

4.0.1
79
+1

> o ericopsklus ED @
¥ SHARED
{3} Home Sharing
¥ GENIUS
* Genius.
¥ PLAYLISTS
2 unes DI
50 Music

Figure 1: Apple’s iTunes application, showing the tiached phone’s serial number.
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Figure 2: Apple's iTunes application, showing the iached phone's UDID.
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An internet connection was provided to the iPhopeneans of a local wireless network which was apnied so
packet captures could be readily obtained. Pamistures were recorded using tsharthe console-based libpcap
capture utility. The resulting files were then lgmad using a suite of open-source tools includvigeshark, ngrep,
and the Perl Net::Pcap librartdsin order to determine what, if any, personallgsitfiable information was being
shared with third parties. We also investigatezlithe of browser cookies as a secondary trackirotpamesm.

Results

Sixty eight percent of the applications evaluatethis study do in fact transmit the UDID back tceanote server,
owned either by the application developer or aredibing partner. In several instances, the conications
between the application and remote server wereypteat by the use of SSL. In these cases, we weble to
determine what type of data was being shared. BBasehe trends observed in this study, it is ikbat the UDIDs
were transmitted to remote hosts in those apptinativhich employ SSL. Complete results of UDIh&mission
tests across applications are presented in Appexdixd Appendix B.

I Follow TCP Stream =8 o ===

Stream Content

GET /7app=Pigrush&ersion=1.3.1&platform=1rPhone%
2005&0sversion=4.0.1&hardware=1ipP one&machﬁne=iphone3.l&?ang=enﬁdevﬁceid=b3d1bad jdﬁbl
&action=Startapp HTTP/1.1

Host: appmetrics.reigndesign.com

user-Agent: Pigrushy/l.3.1 CFNetwork/485.2 Darwin/10.3.1
AcCcept: */%

ACCEpT-Language: en-us

Accept-Encoding: gzip, deflate

connection: keep-alive

HTTP/1.1 200 OK
Content-Type: text/html; charset=utf-8
Cache-Control: no-cache
Expires: Fri, 01 Jan 1990 00:00:00 GMT
Date: Mon, 27 Sep 2010 01:58:35 GMT

; ntend
Content-Length: 0

[Einr.l]I Save ES]I ?Erint\ Entire conversation (578 bytes) |ZI ASCI ) EBCDIC Hex Durmp C Arrays @ Raw

Help I Filter Out This Stream ‘ Close

Figure 3: A typical UDID tracking conversation between an application and a remote server. Note théze of
the response message at zero bytes, indicating thhts communication was initiated by the applicatio
strictly for tracking purposes, and not to retrieveany sort of remote content.

A substantial number of applications collect bdith phone’s UDID and some form of user login datéctvties to
a stored user account. These applications, suéimazon, Facebook or Twitter, inherently have thiitg to tie a
UDID to a real-world identity. This ability, comied with the demonstrated widespread collectiodID usage
data, illustrates the ease of real-time user tragki

In order to determine the feasibility of linking WDs to real-world identities, a number of applicat which have
the potential to map UDID to user identity weredsta to determine if they are actively collectinp\D data. The
results of this study are presented in Table 1:[Bdllection by applications requesting user créidén Of the
applications evaluated in this study that colledt&iDs, require users to log in, and have persgridintifiable
information affiliated with user accounts, 30% clgaransmit UDIDs; the rest used SSL to encryghda
transmission.

12 http://www.wireshark.org/docs/man-pages/tsharklhtm
13 http://www.wireshark.org/, http://ngrep.sourcefemet/, http://search.cpan.org/~kcarnut/Net-Pc8p/@cap.pm
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Table 1: UDID collection by applications requestinguser credentials

Application Transmits UDID? Receiving Host
Amazon Yes msh.amazon.com
Chase Bank Yes cwf.chase.com
Target Yes target.122.207.net
Sams Club Yes samsclub.112.207.net
Best Buy Unknown - SSL

Barnes & Noble Unknown - SSL

Ebay Unknown - SSL

Paypal Unknown - SSL

Bank of America Unknown - SSL

Wells Fargo Unknown - SSL

Fidelity Unknown - SSL

American Express Unknown - SSL

Analysis
App Transmission of UDIDs

It is clear from this data that most iPhone appiicavendors are collecting and remotely storinglDMata, and
that some of these vendors also have the abilitpteelate the UDID to a real-world identity. Feotample,
Amazon'’s application communicates the logged-in'ageal name in plain text, along with the UDIrmitting
both Amazon.com and network eavesdroppers to emsitgh a phone’s UDID with the name of the phosiser.
The CBS News application transmits both the UDIM@ #re iPhone device’s user-assigned name, whicjuénmetly
contains the owner’s real name.

I Follow TCP Stream el )=
Stream Content
POST /mshop/service HTTP/1.1
Host: msh.amazon. com
User-Agent: Amazon/l.2.5 CFnNetwork/485.2 Darwin/l10.3.1
content-Type: app'hcatwn/uctet stream
Content-Length:
AcCept: %/ %
AcCcept-Language: en-us
Accept-encoding: gzip, deflate
connection: keep-alive
Calla A -0} el c.da —ka B S =1 Phon
4. 0 1 Taca]each USIUDID =53 dLbad 46b; thahzedmdm whone .1
Q q>< MK(Jq e G T Ta T ] ot R e Faatame i fatee A Rt fuswitater L Sl MGe..
6e Wi, ERJ. DL, Sibceoo VB R Y B D e #.I.D ............. i & oo i e B
AHTTD/l 1 2007 0K
Server Apache-Coyote/1.1
set-Cookie: JSESSIONID=993CFO982026AB0A43773D3E2501FESOB; Path=/mshop
Content-Type: application/octet-stream
content-Length: 36919
Date: Tue, 14 Sep 2010 14:26:31 GMT
1|]] pP (+1FS 6- AL -Q.VE. %, na. L - T .I.gm.
allo ..G|.E.a = A [ AT O Zeeon poaanlal]]
o.L. d } ™. +w3 c Stainane Le Eric 2 Sm-n:h ......... PN
iEindj‘Save As;;ﬂrinlJ Entire conversation (37776 bytes) 3 ASCH EBCDIC Hex Dump C Arrays @ Raw
Help [ Fitter Out This stream | Close

Figure 4: A conversation between the Amazon iPhorapplication and Amazon's servers. Note the
transmission of the UDID to the remote host and theubsequent reply which contained the user’s realame.
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¥

Bl Follow TCP Stream = [@][=]

Stream Content

PoST /fam/iPhoneGetad. php HTTR/1.1 -
Host: ads.admarvel.com

User-aAgent : CBS%20News/2.0 CFNetwork/485.2 Darwing/10.3.1
content-Length: 405

Content-Type: application/x-www-form-urlencoded

ACCepT: W/

Accept-Language: en-us

accept-encoding: gzip, deflate

Connection: keép-alive

site_id=1285&partner_id= 4cab67944677e858&Format—'---g-: ersions ersjon=2.6.3_AdMob_Google_Medialets&langua
ge= Ub]ect‘l\le c&adtype=banneré&dea e_model=1iphonesd ce_name=er 1c%405k1 uskdevice_systemname=iFhone
+os&davice_ sEstemvers1on—4 0.14device E =0&exc luded_banners=&target_params=RESPONSE_TYPEX3D%

3Exm]_with_x 346HHTTP/1. 00 OK

X-Powered-By: PHP/5.2
Set-Cookie: OAID= Sefaf9c0e892620F6601?d41°693aa23f, expires=sat, 17-Sep-2011 13:36:43 GMT; path=/

Content-type: text/xml
Transfer-encoding: chunked -

M Save As || Print | Entire conversation (1494 bytes) B ASCT EBCDIC Hex Dump C Arrays @ Raw
[ Help ] [ Filter Out This Stream ]

Figure 5: Transmission of the UDID and device namby the CBS News app. Note that other data such #se
connection type (“wifi") is also shared.

m

While some iPhone owners may purposefully want stosted vendors to have access to their addrgsisese
numbers, credit cards, and real names, they sheutdarmed at the prospect of these same compstraesg their
personal information with others. Is there anysogawhy the developer of a video game should know jiome
address?

Numerous applications were observed to transmitéDbhile at the same time planting extremely longd
tracking cookies onto the device. By setting ceskhat don't expire for several years, companieshle to
continue to tracking individuals’ data for extendeatiods of time -- well beyond the lifetime ofiagle cellular
device. For instance, the BBC News app includieacking cookie that expires in four years; ABC ééapp
cookie doesn't expire for twenty years. The exis&eof these long-lived persistent cookies coulaafor third
parties to link UDIDs from old, discarded phonegndividuals’ new phones as they upgrade to thees¢¥Whone
model every few years.

=

Il Follow TCP Stream =
Streamn Content
GET /b 80792 7A06=1&ndh=1&1=16,8,/2 010%2 01 5%3A31%3AB%2 04% -
2024 0&\fid=b3d bad d46b'ce =UTF-8&pagenName=ma%3Aabcnews%3aiphoneapp®3aweather®
3AFore ) L YR U LW S T ) 1

HOST : wdgwnewabcnews1phun63ﬁp.11 .207.net

user-agent: Mozilla/s5.0 (iPhone; U; CPU iPhone 05 4_0_1 Tlike Mac 05 x; en-US) ABCNews/2.5.1
ACCEPL: /¥

Accept-Language: en-us

Accept-encoding: gzip, deflate

Cconnection: keep-alive

m

HTTP/1.1 302 Found

Date: Thu, 16 Sep 2010 19 31:13 GMT
Server: omniture DC/2.0

X-C: ms-4.2.9

Expires: wed, 15 Sep 2010 19:31:13 GMT

Last-Modified: Fri, 17 Sep 2010 19:31:13 GMT 53
carhe_rantral: na-rarha na-stara  must-ravaldidara mav-ana=nh  nraviv-ravalidata noa-transform  nrivata

Eind || Sawve As - Entire conversation (1135 bytes) EI ASCO EBCDIC Hex Dump C Arrays @ Raw
[ Filter Out This Stream | I Close

Figure 6: The ABC News app sends the UDID to a rente host.
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Stream Content

GET /xml/breakingnews/alerts.xm] HTTR/1.1

Host: abcnews.go.com

Usaer-agent: ABCNews/s2.5.1 CFNetwork/485.2 Darwin/10.3.1
Accept: %/%

Accept-Language: en-us

Accept-Encoding: gzip, deflate

Connection: keep-alive

HTTP/1.1 200 OK

Cache-Control: max-age=300

pate: Thu, 16 Sep 2010 19:30:54 GMT

content- T¥ text,/xml

Last-Modified: Thu, 16 sSep 2010 18:33:13 GMT

AcCcept-Ranges: bytes

ETag: "807abcSecds5Schl:1954c"

server: Microsoft-115/6.0

P3P: CP="CAO DSP COR CURa ADMa DEVa TAIa PSAa PSDa IVAi IVDi CONi OUR SAMo OTRO BUS PHY ONL UNI PUR COM NAV
INT DEM CNT STA PRE"
From: abc04
X—POWEr 20— B el
3et—C00kie lgglD=FCDA6?51—798E—44?7—8&32—80617066472&1 path=/;] expires=Thu, 16—529—2030 19:30:54 GMT]
omain=.go

Cache-Expires: Thu, 16 Sep 2010 19:31:25 GMT

ConTant -l annth: 7NA

Find || Save &5 || Print| Entire conversation (1541 bytes) Z| ASCI EBCDIC Hex Dump C Arrays @ Raw

Help Filter Out This Strearn Close

[t Follow TCP Stream [rel==

Figure 7: The ABC News webserver sets an app cookigth a 20-year lifetime.

= - SecureCRT = | 2 ]3]
File Edit View Options Transfer Script Tools Window Help

EN" "http: . apple. opertylList-1.0.dt

617D6647C

Ready ssh2: AES-128 |36, 3 36 Rows, 113 Cols |VT100

Figure 8: The ABC News app stores the tracking coa in its application directory,
not the Safari Cookies folder.
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App Transmission of Location Data

While there is no direct evidence that this dataeisig used to physically track iPhone users, iildidve trivial to
implement such a system using a combination of UDdbd time-stamped IP addresses. The correlatitniso
data with a GeolP libratywould allow an iPhone user’s approximate phydimaation to be tracked in real time.
The iPhone’s hard-wired preference for local wissleetworks over cellular data enhances this tngckbility, as
the phone will only use the cell network for dataew it has no wifi connectivity. While GeolP logdeion cellular
phone networks generally do not often provide udefiation data, lookups on Wifi hot spots are oftemarkably

precise. See Figures 9 and 10.

GEO IP TOOL

language: B T EII I EmI N

View my IP information | More info about IPs ‘ Eirefox Plugin ‘ Now online ‘ In your Website
Gaon el Analylics New tool for your Wep!
More Features, Easier to Use, and Still
Free. Get Information today. S .
Ads by Google P ¥ o [ map [ satelite [ Hybrid ]
EE Minnesota =
a— Minneapalis v
Host/1P: View info South . Wisconsin s, €
Dakota A enkes | Michigan eronto,
e Wyoming 9 7 Ne:
mobile- Salt lake lowa e ) o L
Host Name 166. [i7{ myciaquiarnet B Sy Nebraska o9cmana S pennsylvi
et Denver Lincojam Kansas 1linois jndiana NI Philzdelp
IP Address: 166. 171 Utah Colorad %‘o-‘ St Louls West
e arsa Missouri® Virginia
Country: United States &= Bt Kentucky. Virginia
ollasUegas jorth
Country code: US (USA) S Oklahoma. s ansas | CToTTE Carolina
Arizona N Atlanta’
> ew ieeiseinni South
. R P Dallas. Mississippi i
Region o Albaa Carolina
City Texa: i g ""“5"”"‘ Georgia
o 1 Louisiana (lacksanville O
Postal code Jn «Housian Ortania
PONERED b antanic, A8
. s orida
Calling code: +1 ol . C,[Fn,mui%@\zﬂmmTw, WEGI- Terrspfise
Wl o S Eree Log File Analvzer Log Analvzer
Search, Alert and Monitor ALL Your IT Fast & Powerful, But Easy to Use &
Latitude: 38 data. Free Dovnload! Deploy. Get ArcSight Logger 5.0!
Ads by Google
+[ Google™ | [ Congkroons] o® b & H @ Lo Created by WIROOS

Figure 9: GeolP lookup of a cellular-connected iPhoes being used inside of a Dunkin Donuts restauratiry
Danville, PA. Note that the location is reportedncorrectly. Source: www.geoiptool.com.

4 http://www.maxmind.com/
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GEO IP TOOL

language: =5 I I @I 1

View my IP information | More info about [Ps | Firefox Plugin ‘ Now online ‘ In your Website
Google Analytics New tool for your Web!
More Features, Easier to Use, and Still
Free. Get Informaticn today. s
Ads by Google Peg [ wap | satelite | Hybria
“ .,:(. Y Lavrence
Host /1P: View info /\ Ay T
- o E
Min ta i Brunswick ™ Prince
i ML spole ; Ottgivai—t Maing s & gm{! Eldlwaad
Hast Name: dunkindonutsdan- [—P Wisconsin: P Wa g cotia Islan
net Minaikes 1 Michigan : x_/ \
N ork .
s F Vermont
IP Address: ] o cric LETE g \\ _
o90mana % pannsyiinia '\\\ New Hampshire
Country: United States &5 Kansas Minois |ngiana @hie. o o Massachusetts
Q- Silous e Rhode Island
Country code: US {USA) Missouri Virginia Connecticut
Kentucky, Virginia
Region: Pennsylvania SRt T New Jersey,
OMA- a ansas Carolina Delaware
City: Danville L P L B Maryland
alas Mississippi ®.' carolinal  District of,
Postal code: 17821 GHETD Celemtia
PUTEgIRE R Moile, - Georgia
Calling code: +1 eg"—ﬁlﬁ“i““ 2 %4 apfata @2010 AND, Europa Technologies, INEGI- Terms of Use
HITELIEE SR Web Site Monitoring Log Analyzer
. 24/7 Web Site Monitoring. Get Real Time Fast & Powerful, But Easy to Use &
Latitude: 41.0415 Alerts. Free Trisl! Deploy. Get ArcSight Logger 5.00
Ads by Google
+[ Google” | [EMCoogleroonsr] g B & 5 @ Y E Created by WIROOS

Figure 10: GeolP lookup of the Wifi-connected iPhoa being used inside of a Dunkin Donuts restauranhi
Danville, PA. The reported location is correct. 8urce: www.geoiptool.com.

A number of the applications considered in thislgtrequested access to the on-board GPS receédeseral such
applications — games, for example -- had no obvimexl for this information. In several cases, igppbns which
transmitted UDIDs were observed to transmit theoifs latitude and longitude as well. Even thotighiPhone
API requires that users give explicit permissiommcapplication when it requests access to thegh@PS
receiver, users have already consented to thisvimhaApple’s 159-page, single spaced terms ofiserstates:

By using any location-based services on your iPhgoa agree and consent to Apple’s and its partners
and licensees' transmission, collection, mainteeapcocessing, and use of your location data tovjg®
such products and servic¥s.

Users cannot access content from Apple’s App Stotithey agree to these terms.

15 http:/fimages.apple.com/legal/sla/docs/iphone.pdf
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Figure 11: Examples of applications requesting th&?hone's GPS coordinates during startup

s ~

ollow: tream =
Bl Follow TCP S = | =
Streamn Content

GET /iphoneapp/app/Tocalflat=40. &1ong=-76. prre/ 1
Host: a.abcnews.com

User-agent: ABCNews,/2.5.1 CFNetwork/485.2 Darwing10.3.1

ACCEpt: %/%

ACCEpT-Language: en-us

Accept-Encoding: gzip, deflate

connection: keep-alive

1

HTTP/1.1 200 OK

content-Length: 597

Cnntent—T¥pe: text/xml; charset=utf-8

L act _MadiFiod:s Thi 16 Can IMMIN 1G-20=12 ~MT

Eind {Save As || Print | Entire conwversation (1323 bytes) IZ] ASCH EBCDIC Hex Dump C Arrays @ Raw

| Hep | | Flter Out This Strearn | Close

Figure 12: The ABC News app transmits data back toemote servers. In this case, local content, suels
weather is returned.

Conclusion

Privacy and security advocates, personal iPhoneemsyand corporate iPhone administrators shoulmbheerned
that it would be feasible -- and technically, qubeple -- for their browsing patterns, app usael physical
location collected and sold to unintended custorsech as advertisers, spouses, divorce lawyerscaébctors, or
industrial spies. Since Apple has not provideda tor end-users to delete application cookiewodylock the
visibility of the UDID to applications, iPhone ownrseare helpless to prevent their phones from lepttiis
information.

Since our study focused on applications which sedlable free of charge, it was not surprisingitafthat a large
portion of the UDID leakage we observed was diyetiéld to advertisements and advertising netwotksveral
patterns emerged from our data which suggest thahdful of companies are in control of the in-appertising
market on the iPhone platform.
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Table 2: UDID transmission by destination network

# of observed UDID Transmissions Destination Network

11

Application vendor’s network

data.flurry.com

adtest.gwapi.com - SSL Encrypted — Payload Unknow

admob.com

playhaven.com

tapjoyconnect.com / tapjoyads.com

207.net

admarvel.com

appspot.com

greystripe.com

medialytics.com

mobclix.com

fluentmobile.com

FIERININININ]NN|Www] oo

google-analytics.com

The iPhone’s UDID is eerily similar to the Pentid®s Processor Serial Number (PSN). But while teatRim 3's
PSN elicited a storm of outrage from the public gndernment over the inherent privacy risks assediavith the
ease at which a particular device can be remodelgtified, no such concern has yet been raisedtdhiguisame
issue on the iPhone platform. Curiously, manyhefs¢ame governments who threatened to ban theuRe8tin
1999 have since endorsed the use of the iPHo#nce UDIDs can be readily linked to personaflgsitifiable
information, the “Big Brother” concerns from therfiem 3 days should be a concern for today’s Appidile

device users as well.

18 http://www.reuters.com/article/idUSTRE6731VC201088
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Appendix A: UDID Usage by "Top Free" iPhone Applicaions,
September 2010

AIM Free

Sends UDID?

Receiving Host

64.12.79.226

Host in
HTTP
Header
api.aim.net

Reverse DNS

apiaimnet-mtc
a.evip.aol.com

GeolP Location

Netblock Owner

America Online

Amazon Yes 72.21.210.121 msh.amazqn210- Seattle, WA Amazon.com
com 121.amazon.com
APOD Yes 216.74.41.4 data.flurry.cp 441gift.com Denver, CO WCP/32POINT
m INTERMEDIAT
E HOLDING
COMPANY
BedIntruder SSL adtest.qwapi.com
Bible Yes 208.43.32.6 www.youvel 208.43.32.6- Dallas, TX SoftLayer
sion.com static.reverse.soff Technologies
layer.com
Bible Yes 216.74.41.4 data.flurry.cp 441gift.com Denver, CO WCP/32POINT
m
Bungee Ball Yes 216.74.41.4 data.flurry.¢od41gift.com Denver, CO WCP/32POINT
m
Coin Frenzy Yes 204.236.231.106 ws.tapjoycprAmazon EC2 Seattle, WA Amazon.com
nect.com
Color Fill SSL p19-buy.itunapple.com.akadns.net
Dog Whistler Yes 216.74.41.4 data.flurry.qo441gift.com Denver, CO WCP/32POINT
m INTERMEDIAT
E HOLDING
COMPANY
ESPN Score Yes 198.105.194.203 m.espn.go.¢oNone Burbank, CA Disney Online
Center m
Fast Ball 2 Yes 174.129.209.2 iphone.playhAmazon EC2 Lakewood, CA Amazon.com
aven.com
Flikster Yes 209.237.23.55 api.flixster.¢opool4.flixster.co | San Francisco, Unitedlayer
m m CA
Flip Cup Yes 216.74.41.4 data.flurry.go441gift.com Denver, CO WCP/32POINT
m INTERMEDIAT
E HOLDING
COMPANY
Froggy Launcher| Yes 207.211.57.237 i.w.inmobi|c87f-inmobi-vipl. | Andover, MA ClearBlue
om Technologies
Galaxy on Fire SSL 27-courier.push.apple.com
Gravity Runner Yes 174.129.209.2 iphone.playhAmazon EC2 Lakewood, CA Amazon.com
aven.com
Heads will Roll Yes 184.73.238.102 iphone.playjhAmazon EC2 Seattle, WA Amazon.com
aven.com
Hell Flyer No
| Bomber 2 SSL ngpipes-balancer-115307477.us-ealli-zamazonaws.com
iBasket Free Yes 184.73.255.108 ws33.tapjgyémazon EC2 Seattle, WA Amazon.com
onnect.com
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Fingerzilla Yes 184.73.255.108 ws.tapjoyadlsAmazon EC2 Seattle, WA Amazon.com
com
Fingerzilla Yes 72.167.232.192 inertsoap.cp p3nlh062.shr.pro| Scottsdale, AZ Godaddy.com
m d.phx3.secureser
ver.net
iLuvMozart Yes 67.228.84.178 www.kooapp piggybankgifts.8 | Seattle, WA SoftLayer
s.com 4.228.67.in- Technologies
addr.arpa Private
Residence
iLuvMozart Yes 174.143.230.35 ads2.greystriNone San Antonio, TX| Iris Experience §
pe.com L.
iSniper No
Jewel Smash Yes 202.213.218.116 web.comm.None Japan So-net
ininat.com Entertainment
Corporation
Mirror Free SSL adtest.qwapi.com
Mr. Giggle SSL 24-courier.push.apple.com
Mr. Runner SSL adtest.gwapi.com Andover, MA NAVIE
Ninja 7 SSL adtest.qwapi.com
Pigrush Yes 74.125.93.121 appmetrics{rew-in- Mountain View, | Google
igndesign.co | f121.1e100.net CA
m
Pimple Popper SSL adtest.qwapi.com
Red Laser Yes 76.74.154.88 redlaser.cqm  api2.datgw | Los Angeles, CA| Peer 1 Network
m ServerBeach
Scramble CE Yes 74.114.8.115 74.114.8.115 None F&arisco, ZYNGA GAME
CA NETWORK
Skyburger No
Groupon Yes 184.73.223.62 asotrackl.ffJuAmazon EC2 Ashburn, VA Amazon.com
entmobile.co
m
Groupon Yes 74.125.93.101 www.google-qw-in- Mountain View, | Google.com
analytics.co | f101.1e100.net CA
m
Stair Dismount No
StarDunk Yes 204.236.197.115 data.mobclixAmazon EC2 Pipersville, PA Amazon.com
com
Stunt Lite No
Super KO 2 No
Talking Tom Yes 173.194.35.141 outfit7- lgal5s16-in- Mountain View, | Google
affirmations. | f141.1e100.net | CA
appspot.com
Tap Zoo Yes 74.125.91.141 streetviewtamy-in- Mountain View, | Google
zoo.appspot.d f141.1e100.net CA
om
Text Plus 4 Yes 184.73.250.242 ws.tapjoycprAmazon EC2 Seattle, WA Amazon.com
nect.com
Trapster Yes 173.203.24.249 www.trapsteNone Cardiff By The Rackspace
.com Sea, CA Hosting /
Trapster.com
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TV Quizzle Yes 174.143.230.35 ads2.greystriNone San Antonio, TX| Iris Experience §
pe.com L.

Void SSL p19-buy.itunes.apple.com

We City Yes 184.73.110.103 data.mobclixAmazon EC2 Seattle, WA Amazon.com
com

Zombie Duck Yes 165.193.245.52 a.admob.com  Amazon EC2 Sevthe, Amazon.com

Hunt
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Appendix B: UDID and Cookie Use by iPhone News Apps

Type of Data | Remote Host UDID Hostname / Reverse GeolP Location  Netblock Owner
Sent Cookie Lifetime DNS
ABC News ubDID wdgwnewabcnewsiphl *.112.207.n| Dublin, CA Omniture
oneapp.112.207.net | et
ABC News Cookie abcnews.go.com Expires: 20 years
AlJazeera UDID 216.74.41.4 data.flurry.com
AlJazeera UDID 70.32.132.54 mm.admob.com
AlJazeera UDID 209.170.118.123 r.admob.com
AlJazeera UDID 173.194.35.148 ad.doubleclick.net
AlJazeera uDID 70.32.130.40 clk2.vip.sc9.admob]co
m
BBC uDID 66.235.132.232 bbc.112.207.net *.112.20f.bublin, CA Omniture
et
BBC Cookie www.bbc.co.uk Expires: 4 years
CBS News uDID 174.129.199.130 ads.admarvel.com /Amaz | Breezewood, PA| Amazon.com
EC2
CBS News uDID 216.74.41.4 data.flurry.com 441gdt.c| Denver, CO WCP/32POINTS
m
CBS News uDID 72.5.61.135 cbsnews.ian.dw2.trgeNone Seattle, WA Internap /
mo.com Hyperboy, LLC
CBS News uDID 184.73.92.77 184.73.92.77 Amazon| Seattle, WA Amazon.com
EC2
CBS News Cookie ads.admarvel.com 1 year
CBS News Cookie view.atdmt.com 18 months calldfieséTracking Agent”
CNET uDID 174.129.226.20 ads.admarvel.com Amazon| Seattle, WA Amazon.com
EC2
CNET uDID 216.74.41.4 data.flurry.com 441gift.cd Denver, CO WCP/32POINTS
m
CNET uDID 184.73.56.203 184.73.56.203 Amazon | Seattle, WA Amazon.com
EC2
CNET Cookie ads.admarvel.com 1 year
CNET Cookie cbsnews.treemo.com 1 year
CNET Cookie view.atdmt.com 2 years
Fox News uDID 74.86.76.66 a.medialytics.com 74.868 | Dallas, TX SoftLayer
- Technologies
static.revers
e.softlayer.
com
Fox News Cookie core.ringleaderdigital.com 17 menth
Huffington Post No UDID or Persistent Cookies
MSNBC Cookie openx.zumobi.net Expires: 1 year
NPR uDID 74.86.76.66 t.medialytics.com 74.86.76 6®allas, TX SoftLayer
- Technologies
static.revers
e.softlayer.
com
NPR Cookie WWW.npr.org Note: Cookie is not
set by server
NY Times ubDID 216.74.41.4 data.flurry.com 441qi@t.c | Denver, CO WCP/32POINTS
m
NY Times Cookie iphone.nytimes.com not set by serve
NY Times Cookie WWww.nytimes.com 1 year
USA Today “UserID”
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